ST. PETERSBURG COLLEGE
IT SECURITY ADVISORY COMMITTEE
FEBRUARY 10, 2010

Attendees: Andrew Rikarts (VA), Bob Batie (Raytheon), Howard Wolff (Raytheon), Paul Vazquez
(Raytheon), Damien Adams (UCH), Amy Brush (SPC), Kevin Thomas (SPC), Christine Pribyl (SPC)

Excused: Brad Owens (F. Templeton), Jeff Rohrs (Pin. Co.), Grace Roth (PWC)

Agenda Item

Discussion

Action

Spring Schedule/Productivity

SPC is offering 3 face-to-face classes and 3 online classes
during Spring term. Overall productivity exceeds 100% due to
online enrollment. Kevin Thomas has incorporated alternate
activities for online students unable to access virtual machines
due to the limitation of their home computer system. It was
noted that 2 other programs (Programming and Networking)
use the Intro to Network Security class as an elective.

None taken

Speaker Sign-Up

Students enjoy guest speakers. Having a question and answer
opportunity for students is recommended, although the format
of a speaker’s presentation is up to that individual.

Two speaking engagements
were booked for the remainder
of the term.

Ongoing Goal: Increase
Enrollment

Twitter and Facebook pages were set up per committee’s
recommendation. Facebook seems to be a more popular
vehicle. Kevin would like to incorporate videos into Facebook;
possibly videos on You Tube. A Facebook Group page was
suggested. Yammer.com was suggested as an alternative to
Twitter.

Kevin will make the
appropriate videos and will
investigate a Group page and
Yammer.com

Ongoing Goal: Keep
Curriculum Current

e Al IT-SEC courses are approved for online delivery.
Will try to do one class running parallel online and
classroom delivery. Utilizing Webcam & Podcast
audio was suggested.

e CGS 2811 Incident Response now utilizes a Forensics
book. Because the upper division has a class that
mirrors the management level policy that CGS 2811
incorporated, Kevin changed the class to be more
technical and shows how cyber forensics can be used.

e Interactive content in classes — Cyber Protect 1999
will be used in some courses. It is less involved than
Cyber Ops Net Warrior 2009, which possibly can be
used for more advanced classes. IASE training
videos are already being used.

Kevin will get the classes
approved to be offered in a
Blended format.

Kevin will try the Navy’s
Cyber Ceige software to see if
it is applicable. The
Integration of De-
ICE/Hackerdemia will also be
looked at to see if it is
compatible.

Possible Tech Crimes Institute

TLO (The Last One) in Miami has developed software that law
enforcement can use in forensic investigations. There is a
possibility that we can partner with them to offer a Tech
Crimes Institute to train LE (non-credit for CEUs).

Staff is working on this.

Kevin Thomas/Associations

He has joined ISACA, Infragard, and ISSA. Attending
meetings is a good networking opportunity.

Kevin will attend Infragard on
2/18, if possible.

Make Students Aware of
Upcoming Events

The committee suggested posting Florida event information on
the Facebook page, providing Links, etc.

As events are scheduled, they
will be put on the IT Facebook

page.




Miscellaneous

e Committee Robert Suarez has retired from Raytheon
as well as actively participating on this committee

e Following up on endorsement by the NSA was
discussed. The NSA endorses 4 year programs, and
there was possibility of getting SPC’s 2 year program
endorsed.

e Paul Vazquez noted that Raytheon has changed its IT
operations from less defensive to more of an offensive
exercise, with an emphasis on Information
Operations.

None taken.

Kevin will follow up.

Next meeting

Committee suggested the first week in June. Note: Memorial
Day is Monday 5/31. To avoid holiday conflicts the meeting
could be held Tuesday May 25 or Thursday June 3.

Staff will poll members on
availability.




