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P6Hx23-6.9051
PROCEDURE:  SPC INTERNET ACCEPTABLE USE POLICY

Internet access at SPC consists of two levels.  The first level is access to Internet e-mail.  Any user with a Microsoft Mail account at SPC has Internet e-mail access.  The second level involves more complete Internet access including such things as file transfer and remote login to Internet hosts, etc.  Access to this second level requires proper authorization, including approval by the appropriate Cabinet-level official, on Form DT-401.  This policy applies to both levels of Internet access.

SPC’s Internet access is provided through the services of the National Science Foundation Network (NSFNET) and the Southeast Universities Research Association Network (SURAnet).  As a condition of participation, all users must agree to comply with the NSFNET and SURAnet Acceptable Use policies (copies follow this procedure).

In addition to the NSFNET and SURAnet policies, SPC Internet users must agree to and comply with the following SPC Internet Acceptable Use Conditions:

1.
The Internet shall not be used for personal use.  Use is restricted to college purposes.

2.
Users who access the Internet in a college laboratory shall not leave any files on a lab computer.

3.
Any use which adversely affects the performance of SPC’s network or other users may be judged unacceptable by the Internet administrator.

4.
All users shall comply with the Internet administrator’s assignments concerning network addresses.  No user shall copy or allow the copy of the TCP/IP (or other) network software from their computer to another.

5.
A variety of objectionable materials may be accessed through the Internet.  SPC has no control over the content of materials on the Internet and SPC is not responsible for any materials found on the Internet or downloaded from the Internet.

Internet access is a privilege which SPC  extends to its network of users--as is the use of its computers in general.  Internet usage will be monitored, and rules will be enforced with appropriate action as needed.  Violations will be evaluated on a case-by-case basis.  Repeated or blatant violations will result in the loss of Interment access and possibly removal from the computer.

THE NSFNET BACKBONE SERVICES ACCEPTABLE USE POLICY

GENERAL PRINCIPLE:

(1)
NSFNET Backbone services are provided to support open research and education in and among US research and instructional institutions, plus research arms of for-profit firms when engaged in open scholarly communication and research.  Use for other purposes is not acceptable.

SPECIFICALLY ACCEPTABLE USES:

(2)
Communication with foreign researchers and educators in connection with research or instruction, as long as any network that the foreign user employs for such communication provides reciprocal access to US researchers and educators.

(3)
Communication and exchange for professional development, to maintain currency, or to debate issues in a field or subfield of knowledge.

(4)
Use for disciplinary-society, university-association, government-advisory, or standards activities related to the user's research and instructional activities.

(5)
Use in applying for or administering grants or contracts for research or instruction, but not for other fundraising or public relations activities.

(6)
Any other administrative communications or activities in direct support of research and instruction.

(7)
Announcements of new products or services for use in research or instruction, but not advertising of any kind.

(8)
Any traffic originating from a network of another member agency of the Federal Networking Council if the traffic meets the acceptable use policy of that agency.

(9)
Communication incidental to otherwise acceptable use, except for illegal or specifically unacceptable use.

UNACCEPTABLE USES:

(10)
Use for for-profit activities, unless covered by the General Principle or as a specifically acceptable use.

(11)
Extensive use for private or personal business.

This statement applies to use of the NSFNET Backbone only.  NSF expects that connecting networks will formulate their own use policies.  The NSF Division of Networking and Communications Research and Infrastructure will resolve any questions about this Policy or its interpretation.

SURAnet Acceptable Use Policy

SURAnet is sponsored by the Southeastern Universities Research Association (SURA), a not for profit corporation, formed by the Association of colleges and universities in Delaware, Maryland, Virginia, West Virginia, Kentucky, Tennessee, Alabama, Mississippi, Louisiana, Florida, Georgia, South Carolina, North Carolina, and the District of Columbia.

SURAnet has two Network Operation Centers (NOC), one at College Park, Maryland and the second at Georgia Institute of Technology in Atlanta that provide direct access to the NSFnet backbone.

SURAnet's network exists for the primary purpose of transmitting and sharing information between academic and research organizations.  Transmission of any material in violation of any U.S. or state laws or regulations is prohibited.  A SURAnet connection shall not be used to access other machines without the permission of the owner.  It is not acceptable to use SURAnet so as to interfere with or disrupt network users, services or equipment.  Disruptions include, but are not limited to, distribution of unsolicited advertising, propagation of computer worms and viruses, and using the network to make unauthorized entry to any other machine accessible via the network.

SURAnet communication traffic need not conform to the NSFnet Acceptable Use Agreement and there is no prohibition on commercial traffic.  However, the Subscriber agrees to observe the acceptable use policy of any other network the Subscriber accesses through the SURAnet connection.  The traffic over the Federally funded National Science Foundation network (NSFnet) is primarily for research, development, and education purposes.  Use of NSFnet for commercial activities is generally not acceptable, unless it is in support of research, development, and education.  Other networks may have special usage policies which can be obtained from the network provider. 

SURAnet also serves as the East Coast connection point for the Federal Interagency Exchange (FIX) consisting of the NASA Science Internet (NSI), DOE's Energy Sciences Network (ESnet), and DoD's Terrestrial Wide Band Network (TWB). Also, SURAnet has a connection to DoD's MILnet.  Through connections to other networks, SURAnet users can communicate with other network users throughout the U.S., South America, and overseas.

SURAnet does not own or control all of the various facilities and communications lines through which it may provide access.  Accordingly, SURAnet shall not be responsible for user/access security.  However, SURAnet will assist in network security breach detection and identification and in establishing limited access when requested.

General Authority:
240.319, F.S.

History: 
Adopted - 11/17/93.  Effective - 11/17/93.

P6.9051-


